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I n o Set up a passkey for Android devices

Passkeys allow passwordless login. Instead of using a password, you can connect to your
Microsoft account on your smartphone or tablet, via Face ID, Touch ID or PIN. This not only
simplifies the registration process, but also increases security.
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. Prerequisites

To use passkeys on Android devices, you need at least Android version 14.

You can check the software level of your phone on the device under Settings -> Phone Info ->
Software Information.

If a software update is necessary, you can install it under Settings -> Software - Update.

To use passkeys for corporate apps, the following settings must be made in the Microsoft
Authenticator app in the work profile.
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2. Register Passkey for iOS in the Microsoft Authenticator App

To register a passkey in the Microsoft Authenticator app, please follow these steps.

1. Open the Microsoft Authenticator app and select your SMS group account.

= Authenticator I

Microsoft Entra ID
stephan.chromik@sms-group.com

2. Open the Create Passkey menu, in the next window Sign In

<
L™
SMS group GmbH ' v
stephan.chromik@sms- ; @
group.com L_ .__J
WAYS TO SIGN IN OR VERIFY Let's create
oS Sign-in notifications your passkey

Approve a sign-in request on your phone
It takes less than a minute to help secure

O your account with a passkey. Once set
up, you can sign in faster and more
securely with your face, fingerprint, or
PIN. First, sign in with your

OTHER WAYS TO SIGN IN stephan.chromik@sms-group.com

l account to verify your identity.

One-time password code

© 806 362

l Create a passkey

Set up passwordless sign-in requests

MANAGE
Change password B
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In some cases, you will have to perform a multifactor authentication.
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After successful authentication, go to the Settings menu -> General Administration ->
Passwords, Passkeys and AutoFill. Select the work profile and then activate the

authenticator. Then go back to the Authenticator app.
_ < Passwords, passkeys, and...

— Choose your preferred service and manage all
services for passwords, passkeys, and autofill.
Passkeys are encrypted digital keys that let you
sign in to apps and websites using biometrics
® or your screen lock. Autofill adds info like
addresses, passwords, and credit card numbers
into form fields automatically.

Allow Authenticator to
autofill your passwords zgc:eferred service
and passkeys

All services

In Settings, ensure AutoFill e. Edge
@ Passwords and Passkeys is
o & Google
Select and turn on @ ~
@ Authenticator. (% PABrowser
Authenticator
@ Come back here to continue. 0’ ©

-+ Add service

senings
Personal
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5. If the operation was successful, you will receive the following message. Your passkey is now set
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3. Using the Passkey

After successfully setting up the passkey, you can use it to log in to Microsoft services without a
password. A distinction must be made here whether you want to log in to a service on your
smartphone or PC.

3.1 Login on your smartphone

For example, if you want to log in to the Outlook app, you will be suggested to log in with facial
recognition, fingerprint, PIN or security key. Confirm with Next and then Continue.
Now enter your PIN (which you also use to unlock the Microsoft Authenticator)

If you're asked for a password when you sign in, just select More sign-in methods, then select
Face ID, Fingerprint, PIN, or Security Key.

SMS @ group SMS @ group

& stephan.chromik@sms-group.com . .
Face, fingerprint, PIN or
Enter password security key

Password Your device will open a security window. Follow

the instructions there to sign in.

Forgot my password

Other ways to sign in
Other ways to sign in
N -

Sign in to login.microsoft.com
with your saved passkey?

6 Chromik, Stephan (SMS group...

stephan.chromik@sms-group.com * Pa..

More saved sign-ins

Cancel Sign in

. ———ry
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3.2 Login on PC

In order to be able to use passwordless login with the help of your smartphone on your PC, please
first make sure that Bluetooth is activated on your smartphone.

If you're signing in with your face, fingerprint, PIN, or security key, select iPhone, iPad, or
Android. If Bluetooth is disabled on your PC, you'll need to enable it for the sign-in process.

You will now be presented with a QR Code that you can scan with your Microsoft Authenticator.
To do this, open the authenticator and select Scan QR code. Confirm the next windows by clicking
Continue. You will now be asked to enter your PIN. This completes the sign-up process.

[Ofol] Phone, iPad, or Android device SMS @ group
Face, fingerprint, PIN or security
key

More choices
Your device will open a security window. Follow the

instructions there to sign in.
m Galaxy A54 5G

| 458 iPhone, iPad, or Android device

Back
Security key

- Ml = Authenticator Q +
& Windows Security

SMS group GmbH
iPhone, iPad, or Android device stephan.chromik@sms-group.com

Scan this QR code with the device that has the passkey for
=’ Windows Security “login.microsoft.com”.

This request comes from the app "msedge.exe” by “Microsoft

Turn on Bluetooth? Corparation’:

To sign in with this passkey, we'll need to temporarily turn on
Bluetooth. We'll turn it off again when we're done.

X

Bluetooth is off

Choose a different device

Turn on Bluetooth Cancel
Cancel ﬁ P @ E
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. Using the Passkey with Biometric Data

If your smartphone supports it, you can also use biometric data instead of a PIN for authentication.

Touch ID (fingerprint) for the workspace on your Android can be found in Settings -> Security
and Privacy -> Other security settings -> Work profile security -> fingerprints.

< Fingerprints
Fingerabdruck 1
Add fingerprint =

Check added fingerprints

Fingerprint unlock [ @

About fingerprints

Register your fingerprint via Add fingerprint and then check that the Unlock by fingerprint
option is activated.

If your smartphone supports Face ID, you can activate it in the menu Settings -> Security and
Privacy -> Other Security Settings -> Work Profile Security -> Face Recognition.

Biometric data is stored solely on your smartphone. No third party has access to this data.
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